NMamaTka gns obyvarowmxcs
0 6e3onacHOM noBeaeHUn
M ucnonb3oBaHuu cetu “UHTepHeT”

C kaxxgblM rogomM MONoAexun B UHTEPHETE CTAaHOBUTLCS 60nbluUe, a LWKOSTbHUKN O4HN U3
caMblX aKTMBHbIX Nonb3oBartenen PyHeTa. Mexay TemM, NOMMMO OrPOMHOIO KONn4ecTsa
BO3MOXHOCTEWN, MHTEPHET HeceT M npobrnembl. JTa nNamsTka AOO/MKHA Nomouvb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.

KomMnbroTepHble BUPYCbI

KoMnbloTepHbI  BUPYC - 3TO  PasHOBUMAHOCTb  KOMMBLIOTEPHbLIX  NPOrpamm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOM SBNSETCA CMOCOBHOCTb K pasmMHOXeHuto. B
[OMOMHEHWEe K 3TOMY, BMPYCbl MOryT MOBPEaUTb WM MOSHOCTBIO YHUYTOXWUTb BCE
Gannbl M OaHHble, NOAKOHTPOSIbHbIE MNONb30BaTENd, OT MMEHM KOTOporo 6Obina
3anylweHa 3apaxéHHas nporpaMma, a Takke MoBpeauTb WM Jaxe YHUYTOXUTb
ONepaunoHHYI0 CUCTEMY CO BCeMU cpavnamu B uenomM. B GonbluMHCTBE criyyaes
pacnpoCTPaHATCA BUPYCbl YEpPe3 MHTEPHET.

MeToab! 3aWuTbl OT BPEAOHOCHbLIX NPOrpaMm:

1. icnonb3yn coBpemeHHble onepaunoHHblE CUCTEMbI, UMEIOLLNE CEPLESHbIA YPOBEHD
3alWMTbl OT BP€AOHOCHbIX MporpamMm;

2. MNocTosiHHO ycTaHaenuBan nadtn (UMdpoBble 3annaTkyi, KOTOpble aBTOMAaTUYECKM
yCTaHaBnMBalTCA C Uenbio gopabTku nporpammbl) U gpyrne OBGHOBNEHMs CBoeu
onepaumoHHon cuctembl. CkaumBanm Ux TONMbKO C odmumanbHOro camta paspabotymka
OC. Ecnun cywiecTtByeT pexumMm aBToMaTU4eCcKoro 0OHOBMNEHNS, BKIOYN €r0;

3. Pabotam Ha cBoeM KoMMblOTEepe o4 npaBamMu NOMb3oBaTens, a He
agMuHUCcTpaTopa. 3TO He NOo3BONUT  OOMbLUMHCTBY BPEAOHOCHbLIX NporpamMmm
WHCTannMpoBaTbCs Ha TBOEM NepPCOHanbHOM KOMMbIOTEPE;

4. cnonb3y aHTMBUPYCHbIE NPOrpaMMHble NPOAYKTbl U3BECTHLIX NPOU3BOAUTENEN, C
aBTOMaTM4ecKMM obHoBNeHnem 6as;

5. OrpaHunyb om3nyeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Vicnonb3yin BHeLWHWe HocuTenn nHopmMauumy, Takne Kak cnewuka, AnCK unun dann ms
WHTEpPHEeTAa, TONbKO U3 NPOMEPEHHbBIX NCTOYHUKOB;

7. He oOTKpblBan KOMMNbIOTEPHbIE hainbl, MOMyYEHHbIE U3 HEHAAEXHbLIX UCTOYHMKOB.
[axe Te drannbl, KOTOpble NpUcnan TBOM 3HAKOMbIW. Jlyylle yTOYHN Yy Hero, oTnpasnan
N oH Tebe unx.

Cetu WI-FI

Wi-Fi - aTO He BMA nepefayn OaHHbIX, HE TEXHOMOMMA, a BCero nuwb bpeHn, Mapka.
Ewe B 1991 rogy Huaepnanackas komnaHua 3apermctpupoana 6peHg « WECA», yuTo
obos3Havano cnosocovetaHne «Wireless Fidelity», KoTopbii nepeBoAUTCA Kak
«becnpoBogHasa TOYHOCTbY.

[o Hawero BpemeHu fowna gpyras abbpeBunaTtypa, KoTopasd SBNAETCA TakoW e
TexHonorven. 3to abbpesnatypa «Wi-Fi». Takoe Ha3BaHue 6bINO JaHO C HAMEKOM Ha



CTaHdapT BbiCLUMK 3BYKOBOM TexHukM Hi-Fi, 4To B nepeBoge O3HayaeT «BbICOKas
TOYHOCTbY.

[a, 6ecnnaTHbIn UHTEPHET-4OCTYN B Kade, OTENAX U asponoptax ABNAeTcs OTANYHOM
BO3MOXHOCTbIO BbIXO4a B WHTEpHET. Ho MHOrme aKcnepTbl CYMTAT, 4TO
obwenoctynHole Wi-Fi ceTn He saiBnsatoTcs 6e3onacHbIMN.

CoBeTbl N0 6e3onacHocTn paboTte B obwenoctynHbix ceTax Wi-fi:

1. He nepepaBan cBOKW NUYHYO WHGOpMauuio yepes obwenoctynHole Wi-Fi cetn.
PaboTas B HMX, XenaTenbHO He BBOAUTb Naponin 4OCTYyNa, NOrMHbI U Kakne-To HoMepa;

2. Vicnonb3yn n o6HOBNS aHTMBUPYCHbIE NporpamMmmbl U BpaHamayep. TeMm cambim Tbl
obe3onacuulb cebsi OT 3aKayku BUpYyca Ha TBOE YCTPONCTBO;

3. Mpun wncnonbsoaHum Wi-Fi oTknoun dyHkumio «O6wmn goctyn K dhanmnam wm
npuHTepam». [aHHas QyHKUMA 3akpbiTa MO  YMOSYaHW, OAHAKO HeKoTopble
nonib3oBaTeNn akTMBUPYIOT €€ Ang ygobcTea ncnonb3oBaHnsa B pabote nnm yyebe;

4. He wncnonb3yn nyonuuHbin WI-FI ona nepegaym NUYHbIX AaHHbIX, Hanpumep Ans
BbIX04a B coumnarnbHble CETU UIN B ANIEKTPOHHYIO MOYTY;

5. inonb3yn TONbKO 3alumilieHHoe coeauHeHue yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAM MMEHHO «https://»;

6. B mobGunbHOM TenedoHe oTkmuM  pyHKumo - «lMogknoveHne k- Wi-Fi
aBToMaTtmyeckm». He gonyckam aBTOMaTUYECKOro NOAKMKOYEHUA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CoumnanbHble ceTu

CoumanbHble CeTU akTUBHO BXOOAT B Haly XW3Hb, MHOrMe nioan pabotatoT U XUByT
TaM MNOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH MUNnnapg 4YenoBek, 4TO
ABMSETCA OOHOM cebMOW BCex XuTenen nnaHeTobl. MHOrMe nonb3oBaTenim He
MOHMMAIOT, YTO MHGOPMaUKMs, pasMeLLeHHass UMM B COUMAnbHbIX CETAX, MOXET ObITb
HangeHa W UCMonb3oBaHa KeM YrodHo, B TOM u4ucrie He obsasaTtenbHo ¢ 6narumm
HaMepeHNaMn.,

OcHoBHble coBeTbl N0 6e30NacHOCTN B coLMarbHbIX CETAX:

1. OrpaHuyb cnucok apy3en. Y 1eba B ApPy3bsX HE O0IMKHO ObiTb CryvyanHbIX W
HEe3HaKoMbIX Noaen;

2. 3awmuian cBOK YacTHYK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaty
TBOEr0 POXAEHUA W OPYry JUYHYI0 UWHGOpMauuio. 3MOYMbILWMEHHUKM  MOryT
ncnonb3oBaTbh Adaxe WHOPMaUUKD O TOM, Kak Tbl M TBOW poauTenn nraHuvpyeTe
NPOBECTU KaHUKYNbI;

3. 3awumwan ceow penytauuio - AEpPXU ee B YNCTOTE M 3agaBan cebe BoOnpoc: xoTen
Obl Thl, YTOObLI ApyrMe nonb3oBaTenu BUAENW, YTO Thl 3arpyxaewb? Nogyman, npexae
4YyeM YTO-TO onybnukoBaTb, HANUCATb U 3arpy3nThb;

4. Ecnu Tbl roBOpyLWb C fOAbMU, KOTOPbIX HE 3Haellb, He UCMOMb3ylh CBOE peanbHoe
NUMS U OPYrYIO IMYHYI0 MHAOPMAaLIMK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3beran pasmewieHnsa gotorpaduin B IHTEepHeTe, rae Tbl 306paXkeH Ha MEeCTHOCTH,
No KOTOPOW MOXHO OnpeaesiuTb TBOE MECTOMOSIOXKEHMNE;



6. Mpwn pernctpaummn B coumnanbHON CeTU HEOBXOOMMO UCMONb30BaTh CIOXHbLIE NAPONU,
cocTosime m3 BykB 1 LGP 1 C KONUYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM CeTu, NOYTbl U OPYrMX canToB HEOOXOAMMO UCMONb30BaTh pasHble
naponu. Toraa ecnu 1ebs B3NomatoT, TO 3MOYMbILMEHHMKN NOMyYaT AOCTYN TOMbKO K
OAHOMY MECTY, a He BO BCe cpasy.

ONEeKTPOHHbIEe AeHbIn

ONEKTPOHHbIE AEHbIM — 3TO OYEeHb YAOOHbLIN cnocob NnaTexemn, 0gHaKo CyLeCTBYOT
MOLLUEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

OneKTPOHHbIE AEHbMN MOSIBUNUCL COBCEM HEAABHO M UMEHHO M3-3a 3TOr0 BO MHOIMX
rocyaapcTeax 4O CUX NMOp He NPONUcaHo Npo HUX B 3aKOHaXx.

B Poccun e OHM (PYHKUMOHMPYIOT M O HUX YXe NponucaHoO B 3aKOHe, rae ux
pas3fnensatT Ha HECKOMbKO BUOOB - aHOHUMHbIE N HE aHOHUMHbIe. Pa3Huua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOpbIX paspellaeTca nNpoBOAUTbL onepauun 6e3
noeHTMMKauMm nonb3oBaTens, a B HEAHOHUMHbIX MaeHTUdMKauMmM nonb3oBaTtens
aBnsaeTca obasaTtensHon.

Takke cnegyeTt pasnuyaTtb 3f1EKTPOHHbIE hMaTHbIE AEHbIN (PaBHbl FOCYAapPCTBEHHbLIM
BanoTam) W ONEKTPOHHble HedwuaTHble AeHbrM (He paBHbl rOCYyAapPCTBEHHbLIM
BantTam).

OcHoBHble coBeTbl NO Be3onacHon pa60Te C ANTIEKTPOHHbLIMU OEHbIraMu:

1. MpuBsHXKM K cHETY MOOUNBbHBIM TenedoH. 3TO cambin yOOOHbIN U BbICTPbIN cNOCO6
BOCCTAHOBUTb 4OCTYN K cyeTy. [NpuBsasaHHbIn TenedoH NnoMoxXeT, ecnu 3abyaellb CBO
nnaTexHbl Naponb UNu 3angellb Ha CanT C HE3HAKOMOTro YCTPOMCTBA;

2. Wcnonb3yn ogHopasoBble naponu. lNocne nepexoga Ha YCUMEHHYH aBTOpu3auuio
Tebe yxe He ByfeT yrpoxaTb ONAaCHOCTb KpaXu U nepexesaTa NiaTexHoro napons;

3. Bbibepn cnoxHbii naponb. lNpectynHukam OygeTr He npoCTO yragaTbh CROXHbIN
naponb. HagexHble naponn — 37O Naposiv, KOTopble coaepxat He MeHee 8 3HaKoB U
BKMOYaOT B ceBA CTPOYHbIE M MPOMUCHbIE OYKBbI, LMAPbLI U HECKOSNBbKO CUMMBOJSIOB,
Takue Kak 3Hak gonnapa, oyHTa, BocknuuaTesbHbIn 3Hak 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHbIE HA CalTax, KOTOPbIM HE AOBEPSELLb.
ANeKTPOoHHasi no4Ta

ONEeKTpOHHasi NoYTa — 3TO TEXHOSOMS 1 NpegocTaBnsemMble et YCryrn no nepechisike
N MONYYEHUIO SMEKTPOHHBIX COOBLLEHMIA, KOTOPbLIE pacnpeaensatoTcss B KOMMbOTEPHOMN
ceTn. OO6bIMHO 3MEKTPOHHbIA MNOYTOBbLIM AWMK BbIrMSAUT  cneaylowumMm  obpasom:
UMs_nonb3oBaTend@ums_aomMeHa. Takke KpoMe nepegadmn npocToro Tekcta, UMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl NO 6Ge3onacHon paboTe C INEKTPOHHOW NOYTON:

1. Hago Bbi6paTb npaBusibHbIN NOYTOBLIN CepBUC. B MHTEpPHETE eCTb OrPOMHbLIN BbIBOpP
BGecnnaTHbIX NOYTOBbLIX CEPBUCOB, OA4HAKO Nydlle AOBEPATb TEM, KOro 3Haellb U KTO
nepBbIv B PENTUHTE;

2. He ykasbiBa B NUYHOW MOYTE JNIMYHYKO MHGOpMaumio. Hanpumep, nydwe BbiOpaTh
«My3blkanbHbIi_haHat@» unm «pok2013» BmecTo «Temal3y;



3. Vicnonb3yn AByxaTanHy aBTopm3auuio. 31O Koraa noMuMMO Napons HY>XXHO BBOOUTb
Koa, npucbinaembin no SMS;

4. Bblbepn cnoxHbln naponb. [na Kaxgoro MOYTOBOro fAuinka AofmkeH ObiTb CBOW
HaOeXHbIN, YCTONYMBLIN K B3ITOMY Maporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb caMomMmy CBOW JNYHbIN BOMNpPOC, I/ICI'IOJ'Ib3yI7I Ty
BO3MOXHOCTb;

6. Mcnonb3yn HeCKonbKO MNOYTOBbLIX AWMKOB. [lepBbid ONA YaCTHOM nNepenncku c
agpecataMmu, KOTOpbIM Tbl [OBepselb. JTO 3JreKTPOHHbIM afdpec He Hago
Ncnosib3oBaTh MNpu perucTpaunmn Ha popymax u cantax;

7. He oTKkpbiBan hannbl U Opyrve BrOXEHUS B NUCbMax LaXe eCrivi OHU NpULLn oT
TBOMX Apy3en. Jlydlie yTouHM Yy HUX, OTApaBnanu nn oHn Tebe atn dannso;

8. MNocne okoH4YaHus paboTbl HA NOYTOBOM CEPBUCE MNepen 3aKpbiTUEM BKNaOKM C
canToMm He 3abyab HaxaTb Ha «BbinTny.

Knb6epOynnuHr unu BupTyanbHoe nsgeBaTesibCTBO

KnbepbynnuHr — npecrnegoBaHue CcoobLWeHnaMU, coaepXawmumMmm ockopbneHus,
arpeccuvio, 3anyrmBaHue; XynuraHcTBO; coumanbHoe OOMKOTMPOBaHME C MOMOLLLHO
pPasfnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeThbl No 6bopbbe ¢ KnbepbynIMHrom:

1. He 6pocancs B 6on. Jlydwmin cnocob: nocoBetoBaTbCA Kak cebst BECTU U, ecriv HeT
TOro, K KOMY MOXHO 0OpaTUTbCs, TO BHa4yarne YycnokouTbca. Ecnm Tbl HayHellb
oTBeyaTb ockopbrneHusmMn Ha ockopbneHusi, TO TOMbKO elle Oonblue pasoxKellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuUmas. CyllecTBYHT CrnocoObl BbISICHUTb, KTO CTOWUT 3a
AHOHUMHbLIM aKKayHTOM;

4. He cTonT BECTU XynuUraHckum obpas BUpTyanbHOM Xn3Hn. IHTepHeT cumkcupyeT Bce
TBOM AENCTBMUS U COXpaHSET nx. Yaanutb nx 0yaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBown BUPTyarbHYt YECTb CMOJIOAY;

6. WrHopupyn eouHuyHbIM HeratmB. OpgHopasoBble OCKOpPOUTENbHbIE COOOLLEHUS
nyywe urHopuposatb. OBGbIYHO arpeccust NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMW COOOLLEHUSMU, B
coumarnbHbIX CeTaX €eCTb BO3MOXHOCTb ONOKMPOBKM OTMpaBKM COOOLUEHUA C
onpeerneHHbIX agpecos;

8. Ecnu Tbl cBupetenb kubepbynnuHra. TBOoM [EWCTBMA: BbICTYNUTb MNPOTUB
npecnegosaTens, NokasaTb €My, 4YTO €ero [OencTBusi OLEHUBAKOTCH HeraTmBHO,
noagepaTb XXepTBY, KOTOPOW HYXXHa NCUXONormyeckas noMoLLb, COOOLNTL B3POCIIbIM
0 (hakTe arpeccmMBHOro NOBEAEHUS B CETMW.

Mo6unbHbIN TenedhoH



CoBpemMeHHble cMapTOHbl M nNnaHWweTbl cogepxar B cebe BMONMHE B3POCIbIN
PYHKUMOHAs, 1 Tenepb OHN MOTYT KOHKYPUPOBaTb CO CTaLUUOHAPHBIMU KOMMNbIOTEPAMW.
OpHako, cpeacTB 3awmThl A8 NOAO6HbBIX YCTPONCTB NOKa OYeHb Mano. TecTupoBaHue
N NOUCK YSAI3BUMOCTEN B HUX MPOUCXOOUT HE TaK MHTEHCMBHO, kak ans K, 1o xxe camoe
KacaeTcsa 1 MOBUIbHbBIX MPUIOXEHNIA.

CoBpeMeHHble MoOWMbHblE Opaysepbl yXe MpaKTUYeckn [orHanM HacTofbHble
aHanoru, ogHako paclumpeHue dyHKunoHana BneyeT 3a cobor 60nbLUyo CHOXHOCTb U
MEHbLLYI 3aLUMLLEHHOCTb.

[laneko He Bce MPOWU3BOAUTENN BbINyCKaloT OOHOBMEHWs!, 3aKpblBalOLNE KPUTUYECKUE
ySI3BUMOCTU A151 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUbHOro TenedgoHa:

1. Hnyero He siBnsieTca no-HactosweMy GecnnaTtHbiM. Byab ocTopoxeH, Beab koraa
Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakMe-TO nnaTHble
ycnyru;

2. lyman, npexge 4yem otnpasutb SMS, oto nnun Bnaeo. Tbl TOYHO 3HAELLb, FOE OHU
OyayT B KOHEYHOM uTore?

3. HeobxogmMmo oBHOBMATL ONepaLmMoOHHY0 CUCTEMY TBOEro CMapTdOHa;
4. /icnonb3yn aHTUBMPYCHbIE NPOorpamMMbl 4511 MOBUIbHBLIX TENEOHOB;

5. He 3arpyxan npunoxeHnsa OT HEM3BECTHOINO UCTOYHUKA, BEb OHW MOTYT coAepxaTb
BPeAOHOCHOEe nporpaMmHoe obecneveHue;

6. lMocne Toro Kak Thl BblMAELWb C canTa, rge BBOAWM JIMYHYIO MHGOpMauuio, 3angu B
HacTponkn bpaysepa n yganu cookies;

7. MNepriognyecky NpPoBepsA kKakMe NiaTHble YCryrn akTMBUPOBaHbl HA TBOEM HOMEPE;

8. [laBan cBon Homep MOOMNBHOro TenedoHa TOMNbKO NOAAM, KOTOPbIX Thl 3HAELb U
KOMY OoBepsieLUb;

9. Bluetooth gomkeH ObITb BbIKNKOYEH, KOrda Tbl UM He nonb3yewbcd. He 3abbiBan
NMHOrga NpoBEpPSTh 3TO.

Online urpsbl

CoBpeMEHHbIE OHMAMH-UrPbl - 3TO KpaCOYHble, 3axBaTbiBalOLME pa3BevYeHUs,
00beMHALWNE COTHM ThICSY YerloBEK NO BCeMy MUpY. Urpokn nccnenyot aHHbIA UM
Mup, obwialTca Apyr C APYroM, BbIMOMHAKT 3aJaHus, CPaXKalTCA C MOHCTpaMu U
nony4aroT onbiT. 3a yOOBONbCTBME OHWM MNNATAT: MOKYNakT AUCK, OnfadvBatoT
aboHeMeHT nnun NnpnobpeTaroT Kakme-To Onunn.

Bce aTm cpepctBa vaoyT Ha noadepXaHWe M pasBUTME WUIPbl, a Takke Ha camy
6e30nNacHOCTb: COBEPLUEHCTBYOTCA CUCTEMbI aBTOPU3aLIMK, BbiNyCcKalTCA HOBbIE NaTym
(umcbpoBble 3annaTtky 4ns NporpamMM), 3aKpbiBalOTCs YSA3BUMOCTM CEepBEpPOB.

B nogo6HbIx nrpax CTouT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXu
TBOEro napond, Ha KOTOpoM OCHOBaHa cCuMctema aBTopu3alnm OonblNHCTBA urp.

OcHoBHble coBeTbl N0 6€30NacHOCTM TBOErO UFPOBOMO akKayHTa:



1. Ecnu gpyron nrpok BegeT cebsi nnoxo nnm cosgaet Tebe HenpuATHOCTH, 3abnoknpyn
€ro B CMNCKEe UrPOKOB;

2. [lloxanynca agmMuvHUCTpaToOpamM Wrpbl Ha nroxoe MoBeAeHNe 3TOro Urpoka,
XenaTtenbHO NPUMOXUTb KakMe-TO JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBaun Nn4Hy0 MHGOpPMaUUIo B Npodanne urpsbl;
4. YBaxan gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnvBai HeomumnarnbHble naTtin n Moapl;

6. cnonb3yn CnoXxHble U pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl He CTOMT OTKM4YaTb aHTMBMpPYC. oka Tbl Urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apa3unTb.

PULWINHT Unun KpaXxa JINYHbIX AaHHbIX

O6blyHOM Kpa)KeVl aeHer n OOKYMEHTOB cCerogHd yXe HUKOro He yamsBullb, HO C
pas3ButTnem VIHTepHeT-TeXHOJ'IOFVIVI 3M1I0YMbILUJTIEHHUKN NEepeMECTUIIMCb B UHTEPHET, U
npoaomkarT 3aHNMMaTbCA «NOBdUMbIMY OEenom.

Tak nosiBUNacbL HoBas yrposa: UHTEPHET-MOLLUEHHNYECTBa U (OULLKHT, rMaBHasa uerb
KOTOPOro COCTOMT B MOMyMEHUU KOHUAEHUMarnbHbIX [aHHbIX Monb3oBaTenen —
norvHoB 1 naponen. Ha aHrnunckom a3bike phishing uMtaetcs kak dovwmHr (ot fishing
— pbibHasga nosns, password — naporsb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nogospeBaellb, 4TO TBOS aHkeTa Obina
B3rlOMaHa, To Heob6xoaMmMo 3abnoKNpoBaTb ee 1 COOOLWNTL agMUMHUCTpaTopaM pecypca
00 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym ©Oe3onacHble BebG-canTbl, B TOM 4uUCne, WHTEPHET-MarasvHoB U
NMOUCKOBbLIX CUCTEM;

3. Ncnonb3yi cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebs B3nomatroT, TO
3MOYMBbILUNEHHWUKX Nony4yaT AOCTYN TONMbKO K OAHOMY TBOEMY NPOdUmo B CETU, @ HE KO
BCEM;

4. Ecnn 1ebsa B3nomanu, TO HeobGxoaMmoO npegynpeanTb BCEX CBOMX 3HAKOMBbIX,
KoTopble gobaeneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3noManu n, BO3MOXHO, OT
TBOEro MMeHn GyaeT paccbifiaTbCa Cnam M CCbIfIKM Ha ULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBUnbHbIN TenedoH;
6. OTKNtoYM coxpaHeHne napons B bpaysepe;

7. He oTkpbiBan hannbl U gpyrve BrOXEHUS B NUCbMax Jaxe ecnu OHW npuwnm ot
TBOUX Apy3en. Jlyylle yTOYHN Y HUX, OTNPaBNANn N oHn Tebe aTn annsl.

LUndpoBas penyrauus

Lindposas penyTtaums - 3T0 HeraTMBHasi UM NO3MTUBHAasA MHopMauusa B cetu o Tebe.
KomnpomeTupyowaa uHdpopMauus pasMelleHHas B UHTEpPHETE MOXET Cepbe3HbIM
obpasom oTpasnTbCa Ha TBOeW peanbHom xu3Hu. «Lindposasa penytaumsi» - 9To TBOM
UMUOX, KOTOPbIN bopMmnpyeTcsa n3 nHpopmaumm o Tebe B MHTEPHETE.



TBOEe MeCTO XuTenbCTBa, Yy4yebbl, TBOE (pMHAHCOBOE MONOXeHWe, OCOBEHHOCTU
XapakTepa n pacckasbl 0 61IM3KMX - BCe 3TO HakannmMBaeTCcs B CETW.

MHorne noapoCTKN NErkOMbICIIEHHO OTHOCATCS K Ny6nukaumm fIM4HOW MHgopmauumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeAcTBUN. Thl AaXe He CMOXeLUb JoragaTbCH
0 TOM, 4TO poTorpadus, pasmeLleHHas 5 neT Hasag, cTana nNpUYMHON oTKasa NPUHATb
Tebs Ha paboTy.

KoMmmeHTapuu, pasmelleHne TBoux doTtorpacdovin u apyrme OencTtBus MOryT He
MCYE3HYTb Jaxe Mocrie Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWUn aTy
MHdoOpMauuio, nonana fMm oOHa B MOUCKOBblE CUCTEMbI WU COXpaHuracb M OHa, a
rmaBHoOE: YTO NoayMalrT O Tebe oKpyxatoliee NAW, KOTopble HarmayT U yBUOAT 3TO.
HanTtn nHpopmauunio MHOro neT Cnyctsi CMoXeT Nobon - kak n3 Aobpbix NodyxaeHun,
TaK U C HAMEPEHNEM MPUYMHUTL Bpen. OTO MOXET ObITb KTO YroaHO.

OcCHOBHbIe COBETLI NO 3aLMTe LNMPPOBON penyTaumm:

1. Nogyman, npexae 4Yem 4TO-TO NybriMkoBaTb M NepefaBaTb y cebs B 6riore wnn B
couunanbHoOu CeTu;

2. B HacTpownkax npocunga yCTaHOBU OrpaHMyYeHns Ha NpoCMOTp TBOEro Npodouns n ero
COAEPXNMOro, caenan ero TonbKo «45s Apy3en»;

3. He pasmewan n He ykasbiBan MHpopMaLMio, KOTOpasa MOXET KOro-nnmbo ockopbnatb
nnm obwxaTb.

ABTOpCKOe npaBo

CoBpeMEHHbIE  LUKOMIbHWKM- aKTUBHblE MNONb30oBaTeNM UUGPOBOro MNpPOCTPaHCTBA.
OpHako ganeko He BCe 3HAKT, YTO NOMb30BaHME MHOTMMW BO3MOXHOCTAMU LIMGPOBOTO
Mupa TpebyeT cobnogeHns nNpaB Ha MHTENNEeKTyanbHyt0 CO6CTBEHHOCTb.

TepMUH «UHTENNEKTyanbHas COGCTBEHHOCTb» OTHOCUTCHA K PasfUYHbIM TBOPEHUSM
YenoBEYECKOrO YMa, HayMHasi C HOBbIX M300peTeHMn U 3HaKoB, 0GO3HaYarLLMX
COOGCTBEHHOCTb Ha MPOAYKTbI U YCRAyrM , W 3akaHuMBasi kHUramu, doTorpadusimu,
KMHOOUNbMaMM U My3blKanbHbIMU NPON3BEAEHUSIMM.

ABTOpCKME npaBa - 3TO NpaBa Ha UHTENNEKTYyanbHy COBCTBEHHOCTb Ha NPou3BeLeHNS
HayKku, nuTepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4yeCcTBe rapaHTum
TOrO, YTO MHTENNEKTYanbHbIN/TBOPYECKUIN TPYA aBTopa He ByaeT HanpacHbIM, 4acT emy
crnpaBefsniMBble BO3MOXHOCTUM 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, nosyynTb
N3BECTHOCTb U NpusHaHune. HukTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOOUTb
ero npovssefeHne, pacnpocTpaHaTb, MNy6NMYHO AEeMOHCTpUpoBaThb, NpoAaBaTh,
MMMOPTMPOBATh, NycKaTb B MpokaTt, MyGrMYHO MCMNONHATbL, MOKa3blBaTb/MCMOMHATL B
admpe unu pasmewlatb B IHTepHeTe.

Ncnonb3oBaHue «nMpaTckoro» nporpaMMHOro o6ecrneyeHmst MoXXeT NPUBECTU K MHOTUM
pyCKaMm: OT NOTEPU AaHHbIX K TBOMM akkayHTaM [0 GrOKMPOBKMU TBOEFO YCTPOWCTBA, rae
YCTAHOBMNEHHbIN He neranbHas nporpamMmma. He cTouT Takke 3abbiBaTb, 4TO
CyLLEeCTBYeT feranbHble U 6ecnnaTHble NPorpamMmmbl, KOTOPbIE MOXHO HalTN B CETW.

O nopTane

CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CeTU. 34eCb Thbl MOXeWb Y3HaTb O
6e3onacHOCTM B CETU MOHATHbIM M AOCTYMHbIM S3bIKOM, @ MNPW BO3HWKHOBEHUU
KpUTUYECKON cuTyauum obpatntbCa 3a coBeTOM. A Takke MNpUHATL y4vacTue B
KOHKypcax 1 ctaTb caMbiM UUAPOBLIM rpaxgaHMHOM!



